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Historie oddéleni Rl LCE CZ

160 Projektové role:

140 « HW/SW/SYS vyvojafi
a architekti

« HW/SW/SYS validatofi

 RAMS management

5 Security SW Design
(CS)

- PM, QM

« Scrum masters
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RI LCE — Od produktového R&D az k zakaznikovi

— — « Pokryti kompletniho vyvojového a integracniho cyklu od generického
S il - produktového navrhu aZ po konkrétni aplikaci (EN 50126-1)
—— S — « PZZ WDLX, distribuované ovladaci a komunikacni moduly s EULYNX
ey v pro SINET (xCM — DCM, PCM, CCM,...)
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EN 50129 priloha E. — Architektury podle SIL

Page 5

Table E.4 — Architecture of system, subsystem or equipment

Technigues/Measures SIL 1 SIL 2 SIL 3 SIL 4

1 Separation of safety-related functions from See 7.2, "Section 3 of the Technical Safety Report”
non-gafety-related functions to  prevent
unintended influences

2 single electronic structure with self-tests R R MR MR (&)
and supervigion

3 single elecironic stucture based on R R HR HR (b)
inherent fail-safety

4 single electronic structure based on reactive R R HR HR i)
fail-safety

5 Dual electronic structure R R NR MR (d)

6 Dual electronic struciure based on R R HR HR (e)
compogite  fail-safely with  fail-safe
COmparison

T Diverse electropic structure with fail-zafe R R HR HR ()
COmparison

For a given SIL all technigues of the grey shaded group are altematives, i.e. at least one of these techniques should be chosen.
For a given safety-related function, several techniques may be combined so as to address all kinds of faults affecting the function.
Technigues 2 to 7 include also architectures where additional electronic structures are used for availability purposes (e.g. 2o003).
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Zakladni pristupy pro zajisténi technické bezpecnost

Systémy s vnitrni
(inherentni) bezpecnosti

» Lze realizovat pouze na
urovni komponent (taxativni
vyCet - pfiloha C. EN 50129)

* Nelze prokazat pro UPIC
(pfiloha F. EN 50129)

Redundantni systémy

» Vicenasobny vstup, vystup a
zpracovani informaci

* Modularni navrh (2002,
2003)

« SDT zavisi na
bezporuchovosti jednotlivych
kanall (soucast navrhu)

 Ztrata procesniho Casu
vymenou, zapisem a
komparaci dat
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Redundantni (a diverzni) systemy

* Funkce je vykonavana alespon dvéma
nezavislymi prvky

» VeétSina z nich musi souhlasit s provedenim
neomezujici akce (napf. stav povolujici jizdu na
navéstidle nebo prehozeni vyhybky)

« BezpecCna reakce je vyvolana drive nez se
nebezpecny stav objevi na externim rozhrani

» Diverzni systém poskytuje vySSi ochranu proti
porucham ze spolecné pfriciny

» Priklad: Dvojité spinani navestidla, 2003 logika
spojena s dvoukanalovym vystupem
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ReakcCni systémy

‘ Fault detection
of item A Negation
* Funkce je vykonavana jednokanalove ftem A @ > Output
a jeji vystup je kontrolovan
, , ;s , Item A
« Oba bloky musi byt nezavislé . i |
, , , o v Detection 1 !
« Selhani hlavniho kanalu se muze ;
. . viv s ’ I
projevit na vnéjSim rozhrani Output == i |
v 4 ’ /4 o ’ /4 !/ ! !_/ e
U fidicich systémU neni nutna | = < Safe State >
opakovana vymeéna dat mezi Fautoccurs  Detection of - Negation sutches
procesnimi kanaly
- Priklad: Jednoduchy zdroj s vystupni power pd i

source

prepétovou ochranou

Overvoltage
detector
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Systémy s vnitrni (inherentni) bezpecnosti

Nedosazitelné pro komplexni programovatelné
obvody

Pouziti jako soucast dukazu nezavislosti v
ostatnich typech architektur (kanal A x kanal B,
akcni Clen x dohledovy obvod)

Umoznuje vylouCeni komponent z pocitani z
prvku v jednotlivych funkénich blocich
(poruchové stavy pouze bezpecné nebo
vyloucCene)

Priklad: Neztratitelna bariéra mezi potencialy
nebo funkCnimi bloky
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Table C.11 — Fuses

Interruption

Parallel short-circuit

Increase of rupture current

Tz o

Increase of rupture time

-~ - |—7 |~

Reconnection after rupture (b

(@) The fuse and its holder shall be physically constructed and mounted so as to prevent the
occurrence of a parallel short-circuit. Means shall be provided to prevent the use of an
incorrectly rated fuse. Clearance and creepage distances shall fulfil at least the requirements for
double or reinforced insulation of EN 50124-1.

(b) The fuse shall not have self-resetting or self-healing capability.

ITEM X ITEMY

OuTPUT

“AND" condition for the non-restrictive state of the output
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EN 50129 priloha F. — Programovatelné integrovane obvody

F.3.2 Protection against random faults - architectural principles

Similarly to non-programmable HW components the implementation of SIL 3 and SIL 4 safety-related
functions within a UPIC implies special care, using composite or reactive fail-safe techniques or data
transmission coding strategy protection related techniques.

— SIL 3 & 4 UPIC development

Similarly to non-programmable HW components, it is necessary to ensure that SIL 3 and SIL 4
systems, whose functions are carried out by UPIC, remain safe in the event of any kind of single
random hardware fault which is recognised as possible. This principle, which is known as fail-safety,
can be achieved for UPICs in two different ways:

a) Composite fail-safety structure;

b) Reactive fail-safety structure;
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Dopad zvolené architektury do dukazu bezpecnosti

Systémy s vnitrni
(inherentni) bezpecnosti

* Prokazani zvlastni
konstrukce komponenty

« Dukaz provoznich podminek
komponent (dimenzovani)

* Dolozeni souladu s
poZzadovanou normou (napf.
EN 50124-1, EN 61810-3)

Redundantni systémy

* Nezavislost mezi procesnimi
kanaly (vymeéna dat,
napajeni)

* Defenzivni (bezpecCna)
komparace vystupu
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PoZzadavky zakazniku

Typické sou€asné zadani:
* Nizké THR nezavislé na konfiguraci
Dlouhé test intervaly

Vysoka pohotovost (tolerance poruchy do opravy,
rychlost opravy)

Skalovatelnost instalace (omezeni velikosti
minimalni instalace)

Rozsahla diagnostika
Zpétna kompatibilita s nahrazovanymi systéemy
V souladu s CRA
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Realita vyvoje

Bolesti vyvojare (architekta)

« Zakaznik zna pozadovany SIL ale neni
schopen definovat funkci (minimalni
kritéria uspéchu)

* THR vs. MDT

» Jednoduchy vs. Bezudrzbovy

* Nutnost integrovat existujici komponenty,
Casto bez existujicich CENELEC dukazu
bezpeclnosti

» Kazdy provozovatel ma jiné provozni
predpisy a pfistup

» Schvalovaci proces v SAC (EBA -
Némecko)
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Shrnuti aktualniho stavu

« Konstantni tlak na snizovani alokovaného THR/TFFR

* Velmi pomalé sjednocovani THR pozadavku mezi zemémi
(technicka historie vetknuta do narodnich analyz rizik
hraniCici s protekcionismem)

« Vroce 2027 zacina platit CRA (Akt o kybernetické
odolnosti -> zvySujici se komplexnost systému - >
extrémni potencial pro vygenerovani plosného vypadku
(vazba na centralni infrastrukturu)
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Kontakt

Lubos Piterka
RAMS Manager

SMO RI LCE CZ HW RAMS
Anglické nabiezi 2434/1

301 00 Pizen, Ceska Republika
Mobile: +420 727 897 640

E-mail lubos.piterka@siemens.com
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