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Sledovani provozni spolehlivosti u vozidel pouZivanych ACR
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Vojensky technicky tstav, s.p. oz VTUPV
jiri.chaloupka@vtusp.cz

1. Uvod

V poslednich letech ACR pofizuje novou pozemni techniku a zbrafiové systémy a soudasti
akvizice je také hodnoceni ndkladli na zZivotni cyklus. Mimo pofizovaci néklady se na
celkovych nékladech akvizice pozemni techniky podileji naklady na provoz v délce 20-30 let
podle zadani. Vyse ndkladi na provoz pozemni techniky je velkou mérou ovlivnéna jeji
spolehlivosti, resp. poctem poruch, tzn. parametr bezporuchovost, a cenou potiebnych
nahradnich dili k provedeni oprav.

Do sledovani spolehlivosti resp. bezporuchovosti vojenské pozemni techniky byly zatazeny
automobily, lehka obrnéna vozidla, kolova bojova vozidla a t€zka bojova technika. Informace
o provozu a poctu poruch pro hodnoceni provozni spolehlivosti byly ziskany péci ACR.

2. Sledovani

Sledovani provozni spolehlivosti probihalo podle jednotné metodiky [1] na jednotlivych
typech vojenské pozemni techniky zavedenych do pouzivani v ACR. Hodnoceni provozni
spolehlivosti bylo provedeno po ro¢nim provozu v roce 2016. Cilem sledovani provozni
spolehlivosti bylo vyhodnotit plnéni stanovenych pozadavki na spolehlivost, stanovit
parametry spolehlivosti jednotlivych skupin vozidla, normativ nahradnich dild (ND),
pracnost oprav a Udrzby a navrhnout opatfeni ve vztahu k redln¢ dosazenym parametrim
provozni spolehlivosti.

Celkem tak bylo sledovdano a hodnoceno pies 3 000 ks vojenské pozemni techniky. Sbér
informaci potiebnych k vyhodnoceni provozni spolehlivosti byl naro¢ny na organizaci, aby
byly zajistény relevantni informace. Nékteré typy vojenské techniky byly jiz diive sledovany
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3. Informacni systém

Byl vytvofen informaéni systém mezi Agenturou logistiky zastupujici uZivatele a pracovistém
pro vyhodnoceni provozni spolehlivosti. Informace byly ziskany z informacéniho systému
pouzivaného v ACR, do kterého uzivatel vojenské techniky zadava provozni data o technice
(ujeté¢ kilometry, spotfeba PHM, provedeni preventivni udrzby) informace o poruse,
nepojizdnosti a terminy o odstranéni poruchy.

Informace o poruse jsou vkladany do samostatné databaze, s datem vlozeni a jménem
vkladatele informace, tzn. uzivatele pfedmétné techniky. Eviden¢ni informace o typu
vojenské techniky a jejim provozu jsou automatickou cestou do této databaze vkladany. Dale
se v Case do systému dopliiuji informace, které popisuji pribeh a zptisob odstranéni poruchy,
tzn. provedeni napravné udrzby.



Tyto informace mohou byt uréitym voditkem k feSeni obdobné poruchy u stejného typu
vojenské techniky a k analytickému vyhodnoceni schopnosti dilenskych specialisti, rychlosti
provedeni opravy, dob prostojli a ptipadné vhodnosti uprav normativii ndhradnich dila.

Pokud 1ze poruchu jednozna¢né definovat, lze specifikovat poSkozeny dil, ujasnén postup
provedeni opravy a zajiSténi nahradniho dilu, rozhodne se o zplsobu odstranéni poruchy
v moznostech:
e prostifedky praporu (prostory a dilensti specialisté);
e prostfedky nadiizeného (prostory a dilensti specialisté);
o prostfedky externiho opravce (miize byt vyuzito vojenského prostoru, nebo prostoru
externiho opravce, ale dilensti specialisté jsou vzdy od externiho opravce).

Pokud nelze ptesné¢ specifikovat poSkozeny dil je nutné nejdiive vyzadat specialisty vyrobce
k provedeni defektace a ziskani blizSich informaci pro rozhodnuti o dal$im postupu. Nasledné
muze byt rozhodnuto o zptsobu opravy.

V ptipadé¢ rozhodnuti o provedeni opravy silami logistického celku praporu, lze dale
vysledovat termin piijeti do opravy, jméno dilenského specialisty ur¢en¢ho k provedeni
opravy, pocet ndhradnich dilti a pracovni kapacity nutné k odstranéni poruchy.

V piipadé vyuziti prosttedki opravce 1ze vyuzit fakturu s ptilohami, které mohou specifikovat
vyménény dil a dobu prace na oprave.

Obdobny model je uplatnén i1 pro realizaci preventivni udrzby vojenské techniky. Rozsah
preventivni Udrzby je definovan v dokumentaci vyrobce/dodavatele vojenské techniky a jeji
spravné a odborné provadéni ma celkem zasadni vliv na poruchovost vojenské techniky.
V informaénim systému jsou uvedeny provozni hodnoty, které jsou vztahovany k terminim
provedeni udrzby, a systém automaticky upozoriiuje na nutnost provedeni udrzby. Opét je
mozné dohledat zdznamy o provedeni preventivni Udrzby jako je termin piijeti k provedeni
preventivni udrzby, jméno dilenského specialisty a pracovni kapacity nutné k provedeni
preventivni Udrzby.

V informaénim systému ACR a dalsi vedené dokumentaci lze vy$e uvedeny postup realizace
preventivni a nasledné udrzby vysledovat. V soucasné dobé informacni systém zatim
neprovadi automatickou cestou hodnoceni spolehlivosti nebo nakladii pottebnych k zajisténi
provozu.

4. Provozni podminky

Provozni podminky vojenské techniky v ACR jsou specifikovany mnoZstvim provoznich
jednotek (ujetych kilometrii, vystfelenych nabojl, spotfebou provoznich hodin, spotifebou
PHM, mnozstvim pokladek/nakladek apod.) v kalendainim roce. Dale se informacéné sleduje
provadéni preventivni Udrzby, legislativnich revizi, STK a dalSich cinnosti spojenych
s provozem.

Tyto informace o provozu ACR pribézné sleduje a vyhodnocuje ve vztahu ke skladovanému
mnozstvi nahradnich dild a predikci k zajisténi potiebného mnoZzstvi a sortimentu
jednotlivych komodit.

Z hlediska provozu lze rozcClenit vojenskou techniku na vozidla, ktera zajistuji dopravni
a zabezpecovaci tkoly jednotlivych armadnich celkli a vojenské specidlni vozidla, ktera plni
ukoly vycviku nebo plni tkoly pti nasazeni v zahrani¢nich operacich.



4.1 Provozni podminky zabezpecovaci techniky

Provoz vozidel zajistujicich dopravni a zabezpeCovaci ukoly byl az na dil¢i vykyvy
jednotlivych rokl celkem ustdleny. Nicméné byl zaznamendn trend ve snizeni celkového
provozu této techniky.

Také vSechna tato zabezpecovaci technika se nevyuzivd kazdym rokem. Tento aspekt ve
vyuziti vojenské techniky plati pro kazdou armadu. Hodnocenim provoznich dat lze
konstatovat, Ze pouze cca 17 % zabezpecovaci techniky ujede vice 2 000 km ro¢né. Celkem
cca 83% zabezpecovaci techniky ujede maximalné€ do 2 000 km nebo je dlouhodob¢ ulozeno
bez provozu.

Provoz do 2 000 km u zabezpe€ovaci techniky neni nijak zdsadni z hlediska opotiebeni a lze
konstatovat, ze se u této techniky promita spiSe hledisko starnuti techniky, zejména pryzovych
¢asti jako jsou té€snici elementy, hadice apod.

Primérna spotteba paliva u zabezpeCovacich vozidel na 100 km se pohybovala na tabulkové
spotiebé paliva v ACR. Z téchto hodnot spotieby paliva lze uvazovat o odpovidajicim stavu
pohonnych soustav této techniky. Dale tato vozidla podléhaji ve vétSiné STK, coz znamena,
7e technicky stav téchto vozidel odpovida legislativnimu standardu v CR.

4.2 Provozni podminky specidlni vojenské techniky

Vojenska specidlni, resp. bojova technika ma samoziejmé nizs$i provoz nez zabezpecovaci
technika. Provoz u této techniky je ur€en plnénim pouze vycvikovych ukoli nebo ukoli
spojenych s nasazenim v zahrani¢nich operacich, které jsou pro dany rok naplanovany. Pro
vycvik se opét vyuziva pouze nezbytnd technika a tak tato vozidla nejsou provozovana vzdy
v plném poctu.

U vojenskych specialnich vozidel bylo provozovano (5 — 30 % po typech) a ostatni vozidla
(95 — 70 %) nebyla provozovana nebo jejich provoz byl zanedbatelny. Lze usuzovat o vySSim
vyuziti trenazérové a simulacni techniky vedouci také k odpovidajici vycvicenosti jednotek,
ale pfi snizeni nakladi na vycvik.

Tato vozidla sice nepodléhaji provadéni STK, ale primérna spotieba paliva na 100 km se
pohybovala na tabulkové spotiebé¢ paliva pro jednotlivé typy téchto vozidel v ACR. Z téchto
hodnot spotieby paliva lze uvazovat o relativné odpovidajicim stavu pohonnych soustav u této
techniky.

Provoz vojenské specidlni techniky se v roce 2016 u nekterych typl snizil a u jinych typa
mirn¢ zvysil. Z hlediska dlouhodobého provozu je nutné jiz planovat u nékterych typt této
techniky terminy provedeni oprav vyssiho rozsahu nebo revizi po 10 letech a k tomu upravit
1 hodnotu provozu.

Celkové lze vyhodnotit provozni podminky sledované techniky jako odpovidajici a také
technicky stav sledované techniky v navaznosti na provadénou preventivni a naslednou
udrzbu jako relativné uspokojivy. Nicméné je mozné definovat oblasti, které jsou plnény Iépe
nebo oblasti kde byly zjistény deficity, na které se bude nutné¢ v dalSich letech zaméfit.
Uspésné vyfedeni oblasti s deficity nejen zvysi schopnosti logistického zabezpedeni, ale
kladn¢ se promitnou i do hodnot bezporuchovosti sledované techniky. Jedna se pocty
dilenskych specialistd, jejich vycvicenost a obménu dilenské technologie, ktera neni ve vSech
piipadech na standardni nebo odpovidajici urovni. Znamena to samoziejmé realizovat
i investi¢ni naklady, které se promitnou do rozpoétu ACR v nasledujicich letech.
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5. Vysledky sledovani provozni spolehlivosti

Béhem provozu vojenské techniky bylo zjistovano neplnéni funkce, ¢imz byla specifikovana
porucha, kterd byla klasifikovana v souladu se zadanim akvizice nebo podle technickych
podminek vyroby danych vozidel. Jednoznaéné specifikovani parametrli spolehlivosti
v dokumentaci je stav poslednich let.

U starSich typl vojenskych vozidel nebylo bézné jednoznaéné definovat hodnotu spolehlivosti
véetné definovani charakteru provozu, pfipadné kategorizovat poruchy. Pouze novéjsi typy
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Nicméné i v soucasnosti byl zaznamenan stav, ze nckteré typy vojenské techniky, jejichz
akvizice vzhledem k velikosti ndkladi na potizeni byla sledovana, maji hodnoty parametrii
spolehlivosti 1épe specifikovany nez jiné typy vojenské nebo specialni techniky, jejichz
akvizice jako malo pocetnych vozidel sniz§imi ndklady na pofizeni, nemad parametry
spolehlivosti jednoznaéné uvedeny.

Tento stav se promitd do moznosti objektivniho vyhodnoceni parametrti spolehlivosti ve
vztahu k zadéani. Z tohoto divodu je hodnoceno u téchto typli vojenskych vozidel pouze
dosazeni realnych parametrti spolehlivosti v jednotlivych letech a pti dlouhodobém sledovéani
lze nasledné vysledovat trendy nebo pramérné hodnoty dosahovanych parametri
spolehlivosti, resp. bezporuchovosti vojenské techniky.

Takové sledovani parametrti u velkého poc¢tu vojenské techniky dislokované u velkého poctu
organizacnich celkil je naro¢né na verifikaci zjiSténych informaci a jednotny pfistup, zplisob
feSeni, kategorizace poruch apod. Analytickd prace v tomto pfipadé je zasadni pro spravnou
interpretaci vysledkli a pfijeti odpovidajicich opatfeni vedoucich ke zvySovani parametrii
spolehlivosti (udrzovatelnost, bezporuchovost a zajisténost udrzby).

Urcitym nedostatkem sledovani a hodnoceni spolehlivosti bylo rtizné stafi sledované vojenské
v prvnim roce sledovani pouze hodnotu parametru spolehlivosti matematicky vypocita, ale
pokud neni pro danou vojenskou techniku hodnota parametru spolehlivosti ani zadana, 1ze
pouze konstatovat zjiStény vysledek. U specidlni techniky, ktera nema zadané parametry
spolehlivosti nelze hodnotu spolehlivosti ani porovnat s jinymi typy protoZe piibuznost této
techniky je velmi mald. A informace o spolehlivosti techniky z ostatnich armad nejsou bézné
dostupné.

Nejen mala ptibuznost vojenské techniky se projevuje pii hodnoceni parametra spolehlivosti,
ale také rizny stupen zajisténi drzby u jednotlivych typa vojenské techniky. Tyto aspekty lze
samostatné vyhodnotit, ale v jednom roce sledovani je obtizné¢ definovat miru vzajemného
vlivu na celkové parametry spolehlivosti a navrhnout sméry, které budou zlepSovat zjisténé
vysledky. Lze objektivné vyhodnotit pouze dosazené parametry spolehlivosti v daném roce
sledovani, ptipadné¢ naklady spotfebované v daném roce po jednotlivych typech. Nelze
hodnotit optimélnost spotiebovanych nékladt.

Poruchy pro hodnoceni parametrGi spolehlivosti byly pievzaty z databaze informacéniho
systému, ktery vlastni ACR. Na vkladani potiebnych informaci o poruchach jednotlivych
vozidel do informac¢niho systému je vytvaien potiebny tlak a relevantnost tdaji se neustale
zlepsuje. Do budoucna se predpokladéa také rozsifeni informacniho systému v této oblasti,
které pfispéje ke zlepSeni analytickych praci pti hodnoceni spolehlivosti vojenské techniky.
Z toho lze usuzovat, Ze predstavitelé ACR si uvédomuji, Ze podrobné informace
o spolehlivosti ve vSech aspektech (bezporuchovost, tdrzba a zajisténost drzby) u vojenské
techniky jsou dilezité pro dalsi predikci potieb logistického zabezpeceni.



5.1 Provozni spolehlivost zabezpecovaci techniky

Vojenskéd zabezpecovaci technika je oproti bojové technice méné slozitd a lze vysledovat
1 technickou ptibuznost téchto vozidel. Ale z hlediska riizného stafi a slozitosti konstrukce
jednotlivych typti zabezpecovaci techniky nelze tuto piibuznost plné vyuzit. Spolehlivost
zabezpecovaci vojenské techniky byla sledovana po jednotlivych typech.

Néekteré typy jiz byly v minulosti sledovany, ale u nékterych typt probéhlo sledovani poprvé
v délce jednoho roku. U dlouhodobé sledovanych vojenskych vozidel byl zjiStén nartst
vaznych poruch, zejména u brzdové soustavy. Tyto poruchy samoziejmé ovlivnily hodnotu
MTBF (Stfedni doba mezi poruchami) dosahovanou v jednotlivych letech. I pies sniZeni
hodnoty MTBF, lze konstatovat, Ze vojenskd zabezpecovaci vozidla plni zadané pozadavky,
pokud byly jednozna¢né zadany.

Hodnota MTBF u zabezpecovacich vozidel, kterd v minulosti nebyla sledovana, a parametry
spolehlivosti u ni ani nebyly zadany, byla tato hodnota pouze zjiSténa bez podrobnych aspektt
a v pristich letech sledovani bude mozné tuto dosazenou hodnotu dale hodnotit. Hodnota
MTBEF se u jednotlivych typta pohybovala od 20 000 km do 100 000 km, coz je pro vojenska
zabezpecovaci vozidla celkem odpovidajici hodnota. Celkové bylo mozné jednotné hodnotit
vojenskou zabezpecovaci techniku ve vétSich poctech s porovnanim po typech. Zaroven byly
zjistény informace i o typech zabezpefovaci techniky, ktera dosud nebyla sledovéana a zjisténé
hodnoty parametrii spolehlivosti jsou pro hodnoceni spolehlivosti prvotni.

5.2 Provozni spolehlivost specidlni vojenské techniky

Nektera vojenska vozidla (specialni) byla také v minulosti sledovana a hodnocena z hlediska
parametri provozni spolehlivosti, ale u nékterych typt této vojenské techniky toto sledovéani
a hodnoceni spolehlivosti jest¢ neprobeéhlo. U jiz sledovanych vojenskych vozidel byly
Porovnanim dosazenych hodnot bylo zjisténo snizeni hodnoty MTBF v kilometrech provozu.
Provoz této vojenské specidlni techniky sice klesl, ale 1 sniZené pocty poruch hodnotu MTBF
v kilometrech snizily. Nejlepsich hodnot MTBF bylo dosazeno pii dvojndsobném provozu
oproti stavajicimu provozu. Hodnota MTBF v kilometrech byla pfi hodnoté primérného
provozu 1500 km na vojenské specidlni vozidlo ptes 15 000 km.

Hodnota MTBF u vojenské specialni techniky je plnéna v souladu se zadanim. Nicmén¢ byl
zachycen trend, ktery ukazuje, ze se pii zvySujicim stafim téchto vozidel i pfi sniZovani
hodnoty provozu hodnota MTBF v kilometrech u této techniky stale snizuje. Lze vyhodnotit,
ze niz8i hodnota provozu vojenské specidlni techniky je pro hodnoceni parametru
spolehlivosti mén¢ vyhodna a také naklady spojené s odstranénim poruch nepiinasi Gispory.

Poruchovost nékteré¢ vojenské specialni techniky, ktera byla v roce sledovani a hodnoceni
spolehlivosti provozovana jiz po dobu 11 let a MON (Mezi Opravni Norma) pro tuto techniku
byla nastavena na 10 let, neni pro standardni hodnoceni parametrii spolehlivosti zcela
objektivni. Lze spiSe hodnotit zbytkovou hodnotu spolehlivosti, nez dojde k provedeni
vyssiho stupné opravy.

6. Zavér

Vopraxi se potvrdilo, Ze sledovana vozidla ACR z hlediska spolehlivosti, resp.
bezporuchovosti jsou z dlouhodobého provozu na piedpokladané hodnoté dle zadani. Provoz
techniky v ACR v minulych letech klesl, ale aktualné se jiz zvy$uje a tento trend ovliviiuje
dosahované hodnoty bezporuchovosti. Rozsah ro¢niho provozu u sledované techniky se
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pohybuje na polovi¢nich hodnotach, nez se ptedpokladalo pfi pofizovani téchto vozidel do
ACR. Parametry provozni spolehlivosti, resp. bezporuchovosti zjisténé sledovanim
vojskového provozu vybranych vozidel jsou na pozadované urovni, ktera je obvykla pro
obdobné typy vozidel i u jinych armad.

Sledovani velkého poctu techniky, analytické zpracovani vysledki parametrdi provozni
spolehlivosti a spravna interpretace zjisténych vysledki vyzaduje soustiedéni vyssiho poctu
odbornych pracovnikii. Také vstupni informace a jejich relevantnost jsou zasadni pro spravné
vyhodnoceni. ACR resp. piedstavitelé logistické podpory tak maji k dispozici informace,
které¢ dosud predpokladali, ale neméli k dispozici pozadovany analyticky material. Diky
spolupraci s ALog vznikl analyticky materidl, ktery rozsifil stavajici znalosti hodnot
parametr provozni spolehlivosti jak u zpracovatele analyzy, tak u zadavatele.

Také duleZitost sledovani a hodnoceni oblasti spolehlivosti vojenské techniky v ACR se
potvrzuje dalSimi pozadavky na cCinnost vtéto oblasti v ndsledujicich letech.
S pfedpoklddanymi Upravami informaéniho systému, ktery bude nasledné disponovat
podrobnéjSimi informacemi pro analyzu parametri spolehlivosti, ziska jak zpracovatel, tak
zadavatel pfesnéjsi hodnoty, coz bude velmi piinosné.
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1. Uvod

Typickym znakem modernich vozidel je stale narlstajici vyuzivani riznych elektronickych
systémt slouzicich jak k podpote a realizaci zédkladnich funkci automobilu, tak i ke zvyseni
bezpe¢nosti piepravovanych osob a jejich komfortu. Masivni nasazeni elektronickych
systémi je také zakladnim pifedpokladem rozvoje vozidel ve dvou nejprogresivnéjSich
oblastech, a to v oblasti elektrického pohonu vozidel a oblasti praktického vyuziti
autonomnich vozidel. Opravnéné tak lze ocekavat, ze jednim ze zékladnich ryst vSech
budoucich vozidel bude rozsdhlé vyuziti elektronickych vozidel. Zvlasté intenzivné se tento
trend projevuje u vojenskych vozidel, kde pravé vyuziti vyspélych elektronickych systému
a digitalizace rozhodujicim zplsobem pfispivd ke zvySovani bojové efektivnosti téchto
vozidel. Tato skutecnost, mimo jiné, vedla i ke vzniku zcela nové technické oblasti
oznacované jako VETRONIKA (sloZenina z anglickych slov Vehicle a Electronics), ktera se
systematicky zabyva rozvojem, standardizaci a praktickou aplikaci elektronickych systému
prave u vojenskych vozidel.

Z uvedenych trendl je ztejmé, Ze celkova troven spolehlivosti vozidel je dnes podstatnym
zpisobem ovliviiovana pravé urovni spolehlivosti pouzitych elektronickych systémi, jejichz
pripadnad selhani mohou casto vést ke ztraté zdakladnich funkci vozidel. Zakladnim
pfedpokladem pro zajisténi pozadované urovné spolehlivosti elektronickych systémi je
pfitom pouziti kvalitnich elektronickych komponent s vysokou urovni bezporuchovosti.
Zadouci pfitom je, aby skute¢na twiroveit bezporuchovosti jednotlivych prvki byla pred
praktickou aplikaci ve vozidlech adekvatnim zplisobem ovétena. Jisty problém zde
ptedstavuje skutecnost, Ze vzhledem k dynamickému vyvoji v oblasti elektroniky, nejsou
zpravidla pfi ndvrhu novych systému k dispozice vérohodné informace o bezporuchovosti
aplikovanych soucastek z pfedchoziho provozu. Jedinou cestou, jak Groven bezporuchovosti
soucastek ovefit, tak velmi Casto je pouze provedeni odpovidajicich zkousek bezporuchovosti.
Zde je vsSak tfeba se vyrovnat s dalSim problémem, ktery predstavuje pozadovana vysoka
urovenn bezporuchovosti, jejiz ovéfeni, ¢i prokdzani vyzaduje realizaci Casové velmi
narocnych zkouSek. Pravé ztéchto divodi jsou v oblasti ovéfovani bezporuchovosti
elektronickych prvki velmi popularni tak zvané zrychlené zkousky bezporuchovosti (ART —
Accelerated Reliability Testing), jejichz aplikace umoziiuje podstatné zkraceni doby potfebné
k provedeni zkousky.

Ptedlozeny clanek pfinaSi zékladni informace o ART wvyuzZitelnych pii zkouSkach
bezporuchovosti prvki elektronickych systémt vozidel a demonstruje jejich praktické vyuziti
na piikladu elektroluminiscen¢nich diod (LED).



2. Zakladni principy zrychlenych zkouSek bezporuchovosti

Podstatou zrychlenych zkouSek je vyuziti obecné zndmé a ovétené zkuSenosti, Ze pti vyssich
hodnotach namahéani dochazi k porucham vyrobki diive nez pti hodnotach nizSich. Tato
inverzni (nepfimo Umérnd) zavislost mezi urovni namahéni a Grovni jeho bezporuchovosti je
obecnym principem vSech zrychlenych zkousek.

Béhem zkouSky zatézujeme zkouSeny prvek na vyS§i urovni, nez jakd se predpoklada
v bézném provozu. Diky tomu se poruchy projevuji Castéji a za kratSi dobu lze ziskat
informace nezbytné pro vyhodnoceni zkousky. Pii realizaci zrychlenych zkousek je tieba fesit
dva zékladni problémy. Prvnim je stanoveni zatizeni prvku pfi zkouSce. Zatizeni by mélo byt
podstatné¢ vysS$i nez predpoklddané zatizeni v provozu (aby bylo dosazeno zadouciho
zrychleni), ale na druhé stran€ nesmi byt piekroceny konstrukéni limity zkouSeného prvku,
protoze by to vedlo ke vzniku poruch jiného charakteru nez pti béZzném provoznim zatiZeni
a tim i ke zkresleni vysledkli zkousky.

Pfi stanoveni zatizeni pii zkouSce se tak vychéazi jednak z ptedpoklddanych provoznich
podminek prvku a z analyzy jeho konstruk¢énich limitd. Obecné Ize zvysit zatizeni prvku pfi
zkousce bud’ zvySovanim provozniho zatizeni (zvySovéni pusobicich sil, momentl, prouda,
napéti, ...) nebo zhorSovanim podminek prosttedi (zvySovani teploty, vlhkosti, vibraci, ...).

Zrychlend zkouska je obecné charakterizovana tak zvanym faktorem zrychleni, ktery
vyjadiuje vztah mezi hodnotou sledovaného ukazatele (stfedni doba do poruchy, technicky
zivot, ...) vyhodnoceného z vysledki zrychlené zkousky (pfi zvySeném zatizeni prvku)
a hodnotou stejného ukazatele stanovené¢ho pii bézném provoznim zatizeni prvku. Faktor
zrychleni 4 lze vyjadfit nasledujicim vztahem:

— L<SUse)
L(STest> (1)

kde:  L(Suse) - je technicky zivot jako funkce namédhani v bézném provoznim pouziti,
L(STest) - je technicky Zivot jako funkce namahéni pouZitého ve zkousce.

Velmi podrobné je problematika zrychlenych zkousek popsana ve sborniku z 39. setkani
Odborné skupiny pro spolehlivost [1], ktery je spolu se sborniky z dalSich setkani volné
dostupny na strankach Odborné skupiny pro spolehlivost (https://www.csq.cz/spolehlivost/).
Z tohoto diivodu zde neni celd problematika zrychlenych zkousek podrobné popisovana a dale
je pouze strucné vysvétlen Arrhenitiv model, ktery se velmi casto vyuziva pii zrychlenych
zkouskach bezporuchovosti elektronickych prvki, kdy se zatizeni prvku pti zkousce zvySuje
aplikaci vys$si provozni teploty. Arrhenitiv model je zalozen na vyjadfeni intenzity reakce jako
funkce typu zkouSeného prvku a absolutni teploty 7. Tento model pfedpoklada, ze reakce je
proporciondlné¢ vztazend k teploté. Faktor zrychleni Ar lze vtomto pfipadé vyjadrit
nasledujicim vztahem:

T

E (1 1
L(TUse ) — ekB {Tvse _TTm J
L (T Test )
kde: Ea - aktivacni energie (eV);
ks - Boltzmanova konstanta = 8,617385E-5 eV/K,
L(Tuse) - je technicky Zivot jako funkce teploty pii béZzném provoznim pouziti,
L(TTest)- je technicky Zivot jako funkce teploty pouzité pifi zkousSce.

2)
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Pro stanoveni faktoru zrychleni je nutna znalost aktivacni energie Eq, kteréd se zpravidla urcuje
experimentalné, nebo se vyuzivaji jeji hodnoty uvadéné v odborné literatufe. Napiiklad
u polovodi¢ovych prvka pouzivanych v automobilovém primyslu se casto vyuziva
zjednoduSeny vztah pro faktor zrychleni, ktery jiz nepracuje se Boltzmanovou konstantou ks
a aktivaéni energii Eq, ale pfimo vyjadfuje zavislost faktoru na rozdilu mezi teplotou pouZitou
u pii zkousce a predpokladanou teplotou v bézném provozu [2]:
AT
Ay =2 10
3)
kde AT = T, - Ty, -

Ze vztahu je patrné, ze kazdé zvySeni zkuSebni teploty o 10 °C vede ke zdvojnasobeni
intenzity poruch zkouseného prvku.

3. Zrychlena zkouSka bezporuchovosti LED

Principy zrychlenych zkousSek bezporuchovosti byly prakticky vyuzity pro ovéteni vhodnosti
vybranych typtt LED pro pouziti ve vojenskych vozidlech. Zkouseny byly dva typy vysoce
vykonnych LED. Prvni typ s deklarovanym piikonem 3 W a druhy typ s pfikonem 10 W.
Cilem zkousky bylo urceni technického zZivota LED. V ramci zkousky byly monitorovany dva
typy poruch LED — tplné ztrata funkce (LED nesviti) a pokles svitivosti LED pod stanovenou
mez.

Pro LED je typickym jevem, Ze v pribc¢hu jejich provozu postupné dochazi k poklesu
generovaného svételného toku. Proto je nékdy ucelné za poruchu povazovat i pokles
svételného toku pod jistou urover.

Vlastni experiment byl proveden s vyuzitim klimatické komory Vétsch VC3 7034, pricemz
cely experiment byl proveden tak, Ze zkouska byla zahdjena pii zkuSebni teplot¢ 60 °C
a potom vzdy po urcitém ¢asovém useku byla teplota skokove zvysena o dalSich 10 °C az na
konec¢nou teplotu 90 °C (viz Obr. 1).

Stress A T,=90°C
level T,=80°C | |
T,=70° C | Lo
T,=60°C | : :
| | ||
| | ||
| l ||
| l .
| l ||
| I | :
| l |
| | ||
] | ] | -—
1080 1920 2400 2640 Test time [h]

Obr. 1 Zvysovani teploty behem zkousky

Uvedeny postup byl zvolen proto, Ze redlna vnitini teplota LED je vzdy vyrazné vyss§i nez
teplota okoli a je tak obtizné ur¢it maximalni ptipustnou teplotu ve zkuSebni komote tak, aby
nedoslo k ptekroceni konstrukénich limitt daného typu LED. Zkouska tedy méla také za cil
urcit, pti jaké teploté ve zkusebni komoie ptipadné dojde k prekroceni danych konstrukénich
limitd. Doba zkouSeni se pfi jednotlivych teplotach postupné zkracuje, protoze se zvySenim
teploty se vzdy zvysuje i faktor zrychleni.
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Obr. 2 Klimaticka komora s mérici aparaturou

Na Obr. 2 je zkuSebni klimaticka komora s méfici a napdjeci aparaturou. Schéma zapojeni
méfici aparatury a napajeni LED pfi experimentu je znazornéno na Obr. 3.
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Multifunction + SOFTWARE
Switch/Measure Unit (VEE, SCPD

=~

Obr. 3 Schéma zapojeni mérici apartury

V Tabulce 1 je uveden piehled dob trvani jednotlivych fazi zkousky, hodnot faktorti zrychleni
odpovidajicich danym zkuSebnim teplotam a ekvivalent. dob provozu za béznych provoznich
podminek. V daném piipadé vypocty vychazi z bézné provozni teploty na urovni 35 °C.

Tabulka 1 Casovy pribéh zkousky

e Ekvivalentni doba
Teplota pri Faktor v verxy £
“« . o , | Doba zkousSky (h) provozu pri bézné
zkousSce (°C) zrychleni , «
provozni teploté (h)
60 5,656 1080 6 109
70 11,134 840 9504
80 22,627 480 10 861
90 45,254 240 10 861
Celkova simulovana doba provozu 37 333
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4. Vyhodnoceni vysledkii zrychlené zkousky bezporuchovosti LED

V jedné ze zkouSenych sad (viz Obr. 4) bylo u 9 z celkového poctu 24 LED zaznamenana
v pribéhu zkousky porucha spocivajici v uplné ztrat¢ funkce. U kazdé poruchy byl méfici
aparaturou zaznamendn cas poruchy, ktery byl pro potieby dalSiho zpracovani pieveden na
ekvivalentni dobu provozu pii bézné teploté¢ (35 °C). V Tabulce 2 je uveden pichled
zaznamenanych Casl poruch.

Obr. 4 Sada 24 LED instalovanych na hlinikové desce ve zkusebni komore

K vyhodnoceni souboru informaci ze zkousky byl pouzit vypocet dolni meze jednostranné¢ho
konfiden¢niho intervalu stfedni doby do poruchy dle normy [3]. Protoze se jednalo o zkousku
ukonCenou cCasem, realizovanou bez nahrazovéani, byl vypocet proveden s vyuzitim
nasledujiciho vztahu:

2T

za(v)’

kde:  y.(v) -kvantil rozd€leni chi-kvadrat pro v stupfiti volnosti a konfidenci uroven ¢,

MTTF, = (&)

Toe - ekvivalentni doba zkousky (soucet vSech dob provozu zkousenych vyrobk,
v tomto ptipadé€ prepoctenych na béznou provozni teplotu).

Pocet stupiiti volnosti v se pro kazdy jednotlivy ptipad vyhodnoceni stanovi dle néasledujiciho
vztahu [3]:

v=2r+l (5)

kde r je pocet zaznamenanych poruch u ptislusného vzorku.

Tabulka 2 Prehled zaznamenanych poruch

¥, Cas poruchy prepocteny na normalni
Cislo poruchy i pro};(l))zn? teplot)lll (h)

1 27651

2 27922

3 28330

4 29099

5 30547

6 30773

7 32086

8 34710

9 35435
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Ekvivalentni doba zkousky se stanovi s vyuzitim vztahu:

TOE:Zti+ (n-r)t (6)
i=1
Kde: & - doba do i-té poruchy,
n - pocet zkouSenych LED (24 ks),
r - pocet zaznamenanych poruch (» =9),
T - celkova doba zkousky prepoctena na normalni teplotu (7= 37 333 hodin).

V prezentovaném piipadé bylo vyhodnoceni provedeno na trovni konfidence o = 0,95
a s pouzitim uvedenych vztahti byla dolni mez stiedni doby do poruchy odhadnuta na
hodnotu: MTTFL = 55 586 hodin (tj. 6,34 roku nepfetrzitého sviceni).

5. Vyhodnoceni degradace LED s vyuzitim vysledkia zrychlenych zkouSky

Charakteristickym rysem ¢innosti LED je postupna degradace svételného toku (viz Obr. 5).
Proto se v technickych aplikacich ¢asto pro LED stanovuje maximalni akceptovatelnd uroven
degradace (poklesu generovaného svételného toku), jejiz prekroceni signalizuje, ze ptislusna
LED jiZz neplni svoji funkci pozadovanym zplisobem. Pfekroceni dané¢ho limitu je potom
povazovano za dosazeni mezniho stavu LED a vniméno jako jeji porucha.

\ Lumen flux degradation

N
o
(=]

L70

~
o

L50

(41
o

Relative light output [%)]

tzo tso Tim;[h]
Obr. 5 Zavislost svételného toku LED na dobé provozu

V ramci realizovaného experimentdlniho vyzkumu byl, mimo jiné¢ zkouman vliv vykonového
zatizeni LED na jeji degradaci. To bylo zkoumano tak, ze od kazdého typu LED byly do
zkousky nasazeny tfi sady LED a kazda znich byla zkouSena pii aplikovani jiné hodnoty
proudu. Jedna sada byla provozovana pii nominalni proudové hodnoté (uvedené v technické
specifikaci LED), druha s proudem na trovni 50 % nominalni hodnoty a tfeti sada s proudem
na urovni 25 % nominalni hodnoty. Testovaci aparatura byla navrZzena tak, Ze napajeci zdroj
udrzoval hodnotu proudu po celou dobu na konstantni Grovni. Degradace LED se pak
v prub¢hu zkousky projevovala poklesem napéti na jednotlivych LED.

Degradaci LED je tedy mozné zprostfedkované monitorovat méfenim napéti na svorkach
LED (pfi aplikaci konstantniho proudu). V ramci provedeného experimentu tak byl prabézné
sledovan a automaticky zaznamendvan pokles napéti na svorkéach jednotlivych LED. Na
Obr. 6 je graficky znazornén zaznamenany pokles napéti na tfech vybranych LED pro kazdou
ze tfi Grovni proudovych zatizeni. Z obrazku je patrné, ze proudové zatizeni zdsadnim
zpusobem ovliviiuje rychlost degradace.
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Pro podrobnéjsi posouzeni byla zvolena jista Grovenl poklesu napéti na svorkach LED jako
limitni hodnota a ¢as dosazeni tohoto limitu byl u kazdé LED vyhodnocen jako c¢as do
poruchy (viz Obr. 6).

1,0005
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LED 1 (525 mA)
LED 2 (525 mA)
LED 3 (525 mA)
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Obr. 6 Degradace LED v zavislosti na case a aplikovaném proudovém zatizeni

V ramci popsaného experimentu byly zkouSeny 3 sady LED, kazda s 10 kusy LED shodného
typu. Prvni sada byla napdjena proudem 1050 mA (100 % nominalni hodnoty), druhd sada
proudem 525 mA (50 % nominalni hodnoty) a tieti sada proudem 210 mA (25 % nominalni
hodnoty. U kazdé LED byl zaznamenan cas dosazeni stanovené limitni hodnoty poklesu
napéti na svorkach piislusné LED. Prehled zaznamenanych dob je uveden v Tabulce 3.

Tabulka 3 Prehled dob provozu LED do dosazeni mezniho stavu

» Doba do poruchy [h]

Cislo LED I = 1050 mA IL=525mA [3=210mA
1 2339 3147 4263
2 2347 3165 4285
3 2575 3316 4408
4 2620 3378 4637
5 2643 3437 4789
6 2712 3582 4861
7 2917 3585 4896
3 3152 3844 5154
10 3358 4012 5812

Ziskana data byla podrobena statistické analyze, pti které byl hledan vhodny typ rozdéleni
nahodné proménné, kterou v tomto piipade je doba do dosazeni mezniho stavu LED. Tento
proces vyustil do zavéru, ze jako nevhodnéjsi se jevi logaritmicko-normalni rozdé€leni (viz
Obr. 7).
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Obr. 7 Logaritmicko-normalni rozdéleni dob do dosazeni mezniho stavu
Pro kazdou skupinu zkousenych LED potom byly s vyuzitim znamych postupt [4] stanoveny
odpovidajici parametry logaritmicko-normalniho rozdé€leni a proveden odhad sttedni doby do

dosazeni mezniho stavu pro jednotlivé tirovné proudového zatizeni. Vysledky statistického
zpracovani jsou uvedeny v Tabulce 4.

Tabulka 4 Stiedni doba do dosazeni mezniho stavu

Zatézujici proud, I; [mA] Stiredni doba do dosaZeni mezniho stavu, L, [h]
1050 2846
525 3546
210 4902

Pokud za¢neme vysledky experimentu zkoumat z hlediska vlivu proudového zatizeni LED na
jejich zivotnost (stfedni dobu do dosazeni mezniho stavu), doporucuje odborna literatura
v takovém piipad¢ vyuziti inverzniho mocninového zakona [5], jehoz obecnou podobu lze
vyjadtit vztahem:

Lg= (7)

kde: Ls - sttedni doba do dosazeni mezniho stavu pfi proudovém zatizeni Is,
C,n - parametry rozdéleni.
S vyuzitim informaci uvedenych v Tabulce 4 lze odvodit, Ze v daném pfipad¢ inverzni

mocninovy zakon plati v nasledujici podob¢:

30271

Ls= 7.034
s

(8)
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Graficky je tato zavislost znazornéna v Obr.8, kde je zfejmad velmi dobrd shoda
s experimentalné uréenymi hodnotami stfedni doby do dosazeni mezniho stavu pii tfech
sledovanych urovnich proudového zatizeni LED.

8.6
8.5

8.4

28 | | | | | | | |
52 54 56 5.8 & 62 6.4 6.6 6.8
Obr. 8 Zavislost stredni doby do dosazeni mezniho stavu na proudovem zatizeni LED

S vyuzitim rovnic (1) a (8) Ize potom také odvodit vztah pro faktor zrychleni ve vztahu
k proudovému zatizeni:

; 034
A= e ©)
Use
kde: [Iress - proudové zatizeni LED pfi zkousce,
luse - proudové zatizeni LED v b&zném provozu.

Pokud tedy budeme v ramci zrychlené zkousky LED soucasné uvazovat jak zatizeni teplotou,
tak 1 proudem, mize byt vysledny faktor zrychleni vyjadien s ohledem na rovnice (3) a (9)

vztahem:
{ TTest_TUse ) I 0,34
A=A4,=2 10 st (10)

IUse

S vyuzitim uvedeného vztahu lze potom urcit faktor zrychleni pro libovolnou kombinaci
tepelného a proudového zatizeni (nepiekracujici konstrukéni limity LED). Ptipadné lze také
vztahu vyuzit k prepoctu ukazatelti bezporuchovosti pti zménéné provoznich podminek.

6. Zavér

Predlozeny c¢lanek naznaCuje moznosti vyuziti zrychlenych zkouSek pii hodnoceni
bezporuchovosti elektronickych systémua vyuzivanych v konstrukci moderni vozidel. Presto,
ze je zde feSena problematika zkousek pro LED, 1ze prezentované metody a postupy efektivné
pfimo nebo v modifikované vyuzivat i u jinych polovodi¢ovych prvki. Zvlasté zajimavou
moznosti je vyuziti zrychlenych zkouSek pii monitorovani a modelovani riznych forem
degradace prvku.
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1. Introduction

It has been several years since the standard ISO 26262 was published as the main standard for
functional safety — with the main focus on malfunctions of electric and/or electronic (E/E)
systems — in the automotive industry in the year 2011. Nowadays (2019) the standard is
heavily followed and respected in the automotive industry, offering much more automotive-
specific approach in comparison with the predecessor and also parent standard IEC 61508.
Furthermore, several improvements were made to the standard ISO26262, reflecting the needs
of the industry, basically as improvements coming out of lessons learned in the practical
usage of the standard. These improvements are introduced within the 2°¢ Edition of ISO
26262 released in the last year (2018). Even the scope of the standard was expanded to cover
not only vehicles up to 3 500 kg (as in the 1% Edition of the standard), but to become valid for
all series production vehicles of any mass and kind — such as passenger cars, motorcycles,
trucks and buses. However the scope expansion is still limited to E/E system malfunction and
poses a clear limitation regarding its application especially (but not only) in advanced driver
assistance systems (ADAS). A brief overview of the automotive functional safety in terms of
ISO 26262 as well as the above mentioned limitations are addressed in this article and shown
on practical examples.

2. ISO 26262 as the main functional safety standard for automotive

2.1 Origin of ISO 26262 and its relation to its parent standard IEC 61508

Prior to the publishing of ISO 26262 in 2011, automotive industry had difficulties applying
the parent standard IEC 61508. The parent standard (see Figure 1), which was introduced in
1998 (first draft in 1995 as IEC 1508), is not domain-specific and thus also does not reflect
specific approaches of the automotive industry. IEC 61508 states, that in case there is
a domain-specific standard for functional safety, it shall be followed as a replacement of IEC
61508. Prior to 2011, unfortunately, there was no such domain-specific standard for the
automotive industry and thus, IEC 61508 had to be applied. It posed certain difficulties,
starting with the general framework of deriving safety integrity levels (SIL), as IEC 61508
claims not to be domain-specific, but its derivation of SIL is much more suitable for the needs
of process industry instead of mass production of road vehicles. Therefore, the publication of
ISO 26262 had on one hand a huge impact (in terms of additional effort and workforce) on
the automotive industry, placing new requirements on the development of automotive E/E
systems, but on the other hand the new domain-specific standard was a relief for every
functional safety engineer bringing not only automotive-tailored approaches, but also
numerous practical examples and application guidelines (most importantly the Part 10 of ISO
26262: Guidelines on ISO 26262 [2], [3]).
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Figure 1: Relation of IEC 61508 to domain-specific standards for functional safety [5].

2.2 Automotive specific approaches in ISO 26262

As already mentioned, the application of IEC 61508 in the automotive industry is not
satisfactory due to various automotive-specific approaches. Therefore, in this clause, three
examples of such approaches will be given including its resolution in the sense of ISO 26262.

The mostly appreciated automotive-tailored approach prescribed in ISO 26262 is the
consideration of vehicle controllability including its validation in the vehicle. The
introduction of controllability during safety goal (top-level safety requirements) derivation in
the hazard analysis and risk assessment (HARA) allows functional safety engineers to directly
influence the resulting safety integrity level (called ASIL in the sense of ISO 26262 =
Automotive SIL) by consideration of the controllability of a potential hazardous situation
coming up from a malfunction of a particular E/E system. More details on this approach will
be given in Chapter 3.

Another example of an automotive specific approach is mapping of the safety activities and
work products as defined in ISO 26262 onto the V-model, due to the vast usage of this
development model in the automotive industry.

As a third example of automotive specific considerations in ISO 26262 in comparison with its
parent standard IEC 61508 can be a set of rules focused on distributed developments,
especially on the customer-supplier interface. Due to the fact that in the automotive industry it
is very common to have very long supplier chains (sub-supplier, sub-sub-supplier, etc.), the
standard comprises a number of rules for the distribution of safety activities and work
products defined in ISO 26262 as well as other rules, e. g. with regards to safety assessments
or safety audits.

3. Overview of the safety lifecycle as required by ISO 26262

In this chapter, a very brief overview of ISO 26262, its definition of the safety lifecycle
consisting of a broad range of safety activities and work products, will be given.
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3.1 Safety lifecycle of ISO 26262 and timeline definition

As mentioned above, ISO 26262 is heavily oriented on the V-model (see Figure 2). Based on
the V-model, the standard defines safety activities and work products that have mutual
relations in the sense that one work product serves as a pre-requisite for another work product
(for example in order to create a functional safety concept, derived safety goals have to be
existing). Although ISO 26262 does not prescribe any milestones or deadlines for individual
work products and/or activities (apart from stating that functional safety of a specific function
has to be achieved prior to its release to public roads), it is clear from its context that the
safety lifecycle of a product (e. g. vehicle stability system) necessarily have to start as soon as
the product is defined in its very early stage. Should the safety lifecycle start very late in the
project, there is a huge risk that necessary safety requirements cannot be respected with
regards to the system architecture or cannot simply be fulfilled due to the late stage of the
project. Therefore, in order to prevent costly changes in the late development stages (due to
the advancing product maturity), it is highly recommended to carry out the safety activities as
soon, as the necessary inputs are available.
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Figure 2: Structure of ISO 26262:2011 [2].

The effort needed for performing required safety activities is proportional to the ASIL of the
corresponding safety goal. For instance, ASIL D safety goal requires the highest effort,
whereas ASIL A requires elevated effort, but still negligible in comparison with ASIL C or D.
But regardless on the ASIL derived, for all ASILs it is absolutely necessary, that the company
development has a certain quality level established, called QM (quality management) in the
language of ISO 26262. It comes from the fact that functional safety represents an additional
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“set of rules” on top of the standard quality processes. Therefore, it is required to have
established QM processes on place as a basis for safety-relevant (meaning ASIL A, B, C or

D) developments (see Figure 3).

Standard Quality
Management (QM)
Covered by established
Quality management
Processes

(PEP, project man.,
requirement man.,
configuration man.,

Ermasion e Additional “set of rules"”
ISO 26262 ASIL A/B/C/D

Methodical Aspects

What a Hazard Analysis and Risk Assessment should contain,
What a Functional Safety Concept should contain,

How ASIL decomposition can be done,

Which methods of review should be used, Traceability, ...

Formal Aspects
Creation of a safety case,
Verification- and confirmation reviews,

J Safety Assessment, Safety Culture, ...

Technical Aspects
Requirements on SW/HW metrics (e. g. PMHF),
Requirements on the HW diagnostic coverage ...

verification, ...)

Figure 3: Means of risk reduction in the sense of ISO 26262 by considering additional “set of
rules” during the development where effort to maintain these depends on the ASIL.

ISO 26262 contains methodical, formal, technical as well as process requirements (see
Figure 3) which are grouped based on levels and parts of the V-model. Therefore, also the
upcoming clauses in this chapter are based on these parts, covering the following topics:
overall safety management, functional safety on the vehicle level, functional safety on the
system level, functional safety on the component level, supporting processes.

3.2 Overall safety management as per I1SO 26262

The part 2 of ISO 26262 describes general safety activities and work products that are
required in every safety-relevant project, no matter on which level or how far in the supplier
chain. It addresses safety culture of a company, responsibilities with regards to functional
safety, project set-up, general planning and monitoring of safety activities as well as rules for
technical (so-called verification) and independent (so-called confirmation) reviews of selected
work products and rules for safety assessments and audits. It also addresses creation of
a safety case which contains all information gathered during the safety lifecycle and thus
provides evidence that the functional safety is achieved in the project in terms of ISO 26262.
The requirements in the part 2 as well as in other parts of ISO 26262 are dependent on the
safety goal with the highest ASIL, e.g. a safety assessment, checking achievement of
functional safety by a complete independent party, must be performed only in case of ASIL C
or D (for lower ASILs it is recommended, but not necessary). This scheme generates different
effort in the development for different ASILs.

3.3 Functional safety on the vehicle level (top-level abstraction)

On the top level of abstraction, firstly so-called items are defined. These items comprise of
one or more functions on the vehicle level (operable and perceivable by its user) which might
be distributed across a number of systems (sensing, controlling or actuating). An example of a
function might be car headlights, car wipers, a cruise control function or a stability control
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function. A short and brief definition of the function and its systems is provided in a work
product called item definition.

The functions defined in the item definitions are analyzed in a hazard and risk analysis
(HARA). For that purpose, all possible malfunctions of the functions defined are listed. For
each of such malfunctions, all relevant vehicle operation situations are selected in which such
malfunctions could cause a hazardous event. For each of these combinations of a malfunction
with the relevant situation, an entry is created in the HARA. The corresponding situation is
then rated with regards to its probability (parameter E — exposure). For probabilities, typically
OEM catalogues of standard situations are used, where E parameters are already agreed on
based on statistics and expert judgement. The entry is further rated with regards to its worst
case severity (parameter S) in case the hazard is not prevented by the affected traffic
participants (so under the assumption that the driver, pedestrians and further affected parties
do not take any actions). The third parameter is the controllability (parameter C), rating the
traffic participant actions possibly preventing or reducing the severity of the hazardous event
(e. g. driver can brake, pedestrian can run away). The controllability is the most difficult
parameter to put rationale for as it is not simple to prove statistically. Typically, an expert
judgement made by a team of experts is used on this place, in order to avoid subjective rating.
In some cases, user surveys or studies are made to statistically support the rating. The entry in
the HARA then results in a safety goal and the sum of all three parameters (E, C and S)
results in an ASIL of the safety goal (see Figure 4).
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Figure 4: ASIL evaluation based on E, C and S parameters.

Based on the safety goals and further parameters such as safe state, acceptance criteria
(tolerance) and fault tolerance time interval, derived in the HARA, a functional safety concept
(FSC) is created. The FSC takes the vehicle and/or system architecture into account and
details the safety goals down to the level of detail of individual systems. This is practically
done by deriving functional safety requirements from safety goals and allocation of these
requirements to the systems mentioned. The requirements derived within the FSC aim to
reduce risks by employing safety monitoring mechanisms and/or redundancies, prescribe
system degradation and warning concept in case of detected failures and the failure handling.
At this level, the FSC is detailed down to the level of systems, allowing further steps
following Part 4 of ISO 26262, which are described in the next clause of this chapter.

The derived safety goals as well as the functional safety requirements have to be validated on
the right side of the V-model. For this purpose, fault injection tests are derived that validate if

23



the behavior is sufficiently safe and thus controllable by the driver. The validation of safety
goals is carried out in the vehicle.

3.4 Functional safety on the system level (middle-level abstraction)

From the functional safety requirements derived in the FSC, technical safety requirements are
derived, considering the system architecture (i. e. its sub-systems and/or components) up to
the level of detail of individual HW or SW components. Although it is not clearly stated in
ISO 26262 (improved however in the 2™ Edition of ISO 26262), this work product is
commonly called as technical safety concept (TSC). It requires, similarly to the FSC, HW or
SW monitoring and/or redundancies with the goal of prevention of the safety goal violation.
In order to test the derived technical safety requirements, appropriate test cases are derived.
These tests are typically carried out on the target HW such as Hil (hardware in the loop
tests).

3.5 Functional safety on the component level (implementation)

On the level of individual components, the necessary safety activities depend on whether the
component is a SW component or a HW component. For HW components, systematic as well
random failures are relevant and both need to be prevented and/or detected. As an input for
their detection and/or prevention, technical safety requirements allocated to HW are
considered in the HW design (layout, selection of components, redundancies, etc.). The goal
of their implementation and verification is to prevent safety-critical systematic failures and
minimize safety goal violation due to random HW failures. Systematic failures are treated in
the sense of additional (with regards to standard QM development) “set of rules” addressed by
ISO 26262 considering reviews, testing, safety analyses (inductive, deductive), design and
testing methods to be followed, etc. Random HW failures are reduced by implementation of
monitoring mechanisms in the HW design or by employing SW to monitor certain HW
elements, mitigating the number of undetected faults resulting in violation of the safety goals.
Quantitative metrics are defined in ISO 26262 to measure the “level of mitigation” (see
example of the target values in Figure 5).

ASIL Random hardware failure target values
D <10 %n!
c <107 h!
B <10-7 bt

NOTE The guantitative target values described in this table can be tailored as specified in 4.1 to fit specific uses of the item (e.g. if
the item is able to wviclate the safety goal for durations konger than the typical use of a passenger car)

Figure 5: Target values for random hardware failures leading to a violation of a safety goal
rated with ASIL B, C or D [2].

For SW components, systematic failures have to be prevented only. Random failures are not
introduced by pure SW components and are therefore not relevant for SW development.
Similar to the HW design, systematic failures during the SW development are prevented by
additional effort in terms of technical reviews, safety analyses, intensive testing on different
levels (SW units, SW components or fully integrated SW), methods used for coding and
testing, etc. Since all these mentioned requirements are addressed by common SW quality
management standards (e. g. aSPICE), large overlaps with established QM processes might
exist. This fact again emphasizes the necessity of established QM processes in a company
carrying our safety-related developments.
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3.6 Supporting processes and ASIL decomposition as per ISO 26262

ISO 26262, specifically its Part 8, also gives requirements onto development supporting
processes, €. g. change management, configuration management, documentation management,
re-use of components. These are however very similar or even referenced to other quality
management standards.

Furthermore, ISO 26262 allows ASIL decomposition on any level of development (vehicle,
system or component in the sense of this article). For that purpose, independence between the
decomposed systems has to be shown. That way, an ASIL D requirement could be for
instance decomposed to two ASIL B(D) requirements (in parentheses, the original ASIL prior
to decomposition has to be given), see Figure 6.

ASIL D

O

ASIL B(D) ASIL B(D)

Figure 6: Example of an ASIL decomposition according to ISO 26262 Part 9.

3.7 Scope expansion in the 2" Edition of ISO 26262 published in 2018

ISO 26262 was slightly adjusted and extended by the publication of its 2" Edition in
December 2018. This main extension is its validity also for vehicles over 3 500 kg and
motorcycles. That means, that ISO 26262:2018 is valid for mass produced motorcycles,
passenger cars, trucks and buses. For the application in the motorcycle development, ISO
26262:2018 keeps the same framework as for passenger cars. However in the HARA, MSILs
(motorcycle safety integrity levels) instead of ASILs are derived. Nevertheless, MSILs are
afterwards converted to ASILs (the conversion leads to reduction by one integrity level, see
Figure 7) and ASIL safety goals and/or safety requirements are followed in the development.
ASILs are also kept for the functional safety in trucks and buses, only additional guidance (for
example with regards to the situation analysis in the hazard and risk analysis) is provided, but
the framework remains.

MSIL D ASIL C
MSIL C ASIL B
MSIL B ASIL A
MSIL A QM

QM QM

Figure 7: Mapping of MSIL to ASIL [3].
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Further adjustments are focused on effectiveness of reviews and safety assessments.
For example, in ISO 26262:2018 impact analyses are scope of an independent review,
whereas in ISO 26262:2011 no such requirement exists, even though a whole project might be
impacted (i.e. in worst case necessary safety activities not executed) by wrong assumptions in
the impact analyses.

4. Limitations of ISO 26262

4.1 Scope of ISO 26262 and its limitations

ISO 26262 satisfies safety objectives with regards to malfunctions of E/E systems and offers
a very wide framework (or also “set of rules”) in order to treat systematic as well as random
failures with the goal of prevention of hazardous events (“accidents” in terms of road
vehicles). However, the application of ISO 26262 to upcoming systems of high complexity
under current development, comprising of various numbers of sensing, processing and
actuation elements, is not satisfactory. Firstly, other domains (such as mechanics, hydraulics,
etc.) are not addressed in ISO 26262 — the standard states that safety requirements (no ASIL
though) shall be derived for such domains in case these interface the E/E systems in scope
of ISO 26262. Considering the fact that most of the classical non-E/E domains were
preceding E/E systems in the vehicle development (e. g. combustion engine without electronic
control systems, hydraulic braking systems or mechanical chassis systems), assumption can
be made that such systems are safe enough by applying state-of-the-art methods and domain-
applicable standards for quality, reliability and safety. However, sufficient safety of sensing
systems in the way how they are designed, how they should be understood and relied on by
the driver (e. g. role of driver assistance systems as E/E systems with the aim of supporting
the driver) cannot be achieved by application of ISO 26262 only. In the next clause,
the reason is shown based on one practical example.

4.2 Practical example

As a practical example of the limitations of ISO 26262, a simple system called “emergency
brake” (only an imaginary example) that should possibly bring more safety to the automotive
sector can be presumed. The “emergency brake” system might have a following functional
definition: in case the vehicle speed is over 30 km/h and an object is detected in front of the
vehicle with a distance smaller than the possible vehicle braking distance (at full deceleration
on a dry road), full deceleration shall be activated independent on the driver input).
The system could be composed e. g. by the following components: distance sensor, control
unit and a brake actuator, see Figure 8.
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Figure 8: Example of a system implementing an “emergency brake” function.

The functional safety would now analyze every possible malfunction of the E/E system,
focusing on prevention and/or detection of failures and prevention of violation of safety goals.
Such safety goals might be for example: avoid erroneously triggered emergency braking
(ASIL D), avoid missing emergency braking (QM). The overall safe state of the system
(obvious due to criticality of the ASIL D safety goal) would be degradation or deactivation of
the function, informing the driver. For the fulfillment of safety goals, safety requirements will
be derived and implemented during the development, addressing for example the following
failures: detect failure of analog/digital convertor in the distance sensor (requirement on the
sensor), degrade the function in case of failure and warn the driver about non-availability of
the function (requirement on the logic and the driver display unit).

Having the E/E system analyzed by the application of ISO 26262 and thus “free of”
insufficient risks resulting from malfunctions of the E/E system, obviously further risks
outside of the ISO 26262 scope are present in the system design. These are however not true
malfunctions, but rather system design insufficiencies caused by the limitations of the
components selected during the design. One example might be a wrongly detected object due
to either weather conditions (e. g. heavy rain, fog etc.) or object that is actually present, but
should not be evaluated as hazardous (e. g. flying plastic bag), misleading the decision
algorithm and producing erroneous triggering of the emergency brake. The function design
has to encounter and consider such limitations and for example degrade the function in case
of heavy rain or when the sensor is covered by snow. Or a different way of sensing has to be
selected, or it can be found insufficient to select one sensing technology only, so a sensor
cluster have to be selected — comprising different sensing technologies (e. g. optical and ultra-
sonic). In this example, not only the distance measurement is affected by the scope of the
classical functional safety approach. Also the design of the speed measurement chain is not
fully in the scope of ISO 26262 — it surely makes a difference if the speed is calculated based
on the motor revolutions, wheel speeds or GNSS (global navigation satellite system, e. g.
GPS) signals. Each of the sources certainly has performance limitations (motor might not be
running, wheels might be slipping, GNSS might lose connection) which have essential impact
on the function design and in the end also safety of the intended function.

It was shown on a practical example, that the safety scope of ISO 26262 is limited, especially
with regards to design limitations. This is a publicly known issue and solutions are being
sought in a prioritized manner, mainly due to emerging ADAS including autonomous driving
systems. One example of the priority is publication of a new standard, which is actually still
a draft, but made publicly available as ISO/PAS 21448 (PAS = public available specification)
aimed for feedback collection resulting from practical usage “trials” in the automotive
industry. The next clause of this chapter provides a brief summary with regards to the
ISO/PAS 21448.
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4.3 Safety of the intended functionality (SOTIF) standard ISO/PAS 21448

The SOTIF (safety of the intended functionality) standard under development was released as
a public available specification early this year (2019). It mainly addresses following safety
issues in the design of automotive E/E systems interacting with environment (and thus also
other domains different from E/E):

e Performance limitations (of sensing or actuating elements),
Limitations of the human/machine interface (HMI),
Limitations caused by decisions algorithms, e. g. machine learning algorithms,
Limitations with regards to the user interaction, e. g. foreseeable misuse.

Although ISO/PAS 21448 references many methods of ISO 26262, it is very different to the
functional safety standard. The main reason is probably the fact that in case of SW/HW
development, systematic and random failures might occur and the failure propagation might
be complex, but it is still identifiable by the means of ISO 26262 (e. g. by the means of
appropriate safety analyses such as FMEA or FTA), whereas in SOTIF many “sleeping”
hazards in the intended functionality are existing and are unknown by the time of its
development. Therefore, the main goal of ISO/PAS 21448 is to identify such failures and
reduce the number of the unknown ones, and of course reduce the number of known ones by
design adjustments. This fact is also reflected in the process flowchart of ISO/PAS 21448 (see
Figure 9), where iterations (or loops) are proposed, very different to the framework of ISO
26262 where the classical approach based on V-model is used (see Figure 2). The iterations
inthe sense of the SOTIF standard aim at a continuous improvement of the intended
functional design described by its various specifications. These iterations are strongly
supported by verification and validation activities, pushing the development limits to identify
all possible unknown hazardous events.

The iterative approach might be a challenge for the current way of development in the
classical V-model sense, especially in distributed developments with various parties and long
supplier chains. Therefore, it might be beneficial to rethink the processes in order to provide
flexibility for such iterations. Such methods already exist in other industries, e. g. some of the
agile development methods might be suitable.

5. Conclusion

In this article, a very brief introduction to the functional safety according to ISO 26262 was
given, especially with focus on its automotive specific approaches. Thanks to this automotive-
specific standard, now even available in its 2" edition as ISO 26262:2018, safety engineers
have a clearly defined set of requirements that are to be applied on top of the established QM
processes. However, based on a simple example it was shown that ISO 26262 has certain
limitations, especially with regards to ADAS. In such systems, further approaches have to be
used in addition to ISO 26262, in order to reduce risks resulting not only from the E/E
systems malfunctions, but also from its functionality insufficiencies. Such approaches are
currently being developed and established in the automotive industry. The newly published
standard ISO/PAS 21448 might serve as an example, addressing performance limitations in
the intended functionality under the consideration of foreseeable misuse.
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Figure 9: Process flowchart of ISO/PAS 21448 its numerous iteration cycles [2].
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